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Recall: Address Space, Process Virtual Address Space

« Definition: Set of accessible addresses and the state associated
with them

— 232 = ~4 billion bytes on a 32-bit machine
« How many 32-bit numbers fit in this address space! Pack
— 32-bits = 4 bytes, so 23%/4 = 239=~1billion
* VWhat happens when processor reads or writes to an address? Heap
— Perhaps acts like regular memory
Static Data
— Perhaps causes I/O operation
» (Memory-mapped I/O) Code

— Causes program to abort (segfault)?

— Communicate with another program
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Recall: Process Address Space: typical structure

OxFFF...
Stack
PC: .__/
SP:
Processor sbrk syscall
registers Heap
Static Data
Code
C 0x000...
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Recall: Uniprogramming

* Uniprogramming (no Translation or Protection)

— Application always runs at same place in physical memory since
only one application at a time

— Application can access any physical address

OxFFFFFFFF
Operating
System
28
™ 8
=i
S 2
Application
0x00000000

— Application given illusion of dedicated machine by giving it reality
of a dedicated machine
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Primitive Multiprogramming

 Multiprogramming without Translation or Protection
— Must somehow prevent address overlap between threads

Operating
System

Application2

Applicationl

OXFFFFFFFF

0x00020000

0x00000000

— Use Loader/Linker: Adjust addresses while program loaded into memory

(loads, stores, jumps)

» Everything adjusted to memory location of program
» Translation done by a linker-loader (relocation)
» Common in early days (... till Windows 3.x, 957)

+ With this solution, no protection: bugs in any program can cause
other programs to crash or even the OS
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Binding of Instructions and Data to Memory

Process view of memory

ﬁ;;;alz

start:

loop:

dw 32

1w rl,0(datal)
jal checkit
addi ri1, ri, -1
bnz ri1, loop

checkit: .

~

J
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Assume 4byte words

Ox300 = 4 * Ox0COo
Physiq ©x0C0 = 0000 1100 0000
Ox300 = 0011 0000 00O

GXGBQE::?ing;AG

0x0900 8C2000C0O
0x0904 0Co0

0x0908 2021FFFF
0x090C 14200242

()4
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Binding of Instructions and Data to Memory

Process view of memory

ﬁ;;;alz

start:

loop:

dw 32

1w rl,0(datal)
jal checkit
addi ri1, ri, -1
bnz ri1, loop

(ﬁfckit:.;

~

J

Physical addresses

0x0300

0x0900
0x0904
0x0908
0x090C

()4

00000020

0Co0
2021FFFF
14200242
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0x0000

0x0300

0x0900

8C2000C0 Q

OXFFFF

Physical
Memory

00000020

8C2000C0
0C000340
2021FFFF
14200242
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Second copy of program from previous example

Process view of memory

ﬁ;;;alz

start:

loop:

dw 32

1w rl,0(datal)
jal checkit
addi ri1, ri, -1
bnz ri1, loop

(ﬁfckit:.;

~

J
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Physical addresses

0x0300

0x0900
0x0904
0x0908
0x090C

Ox0A00

00000020

8C2000C0
0C000280
2021FFFF
14200242

Need address translation!

Kubiatowicz CS162 © UCB Spring 2026

0x0000

0x0300

0x0900

l;,

)

OXFFFF

Physical
Memory

App X
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Second copy of program from previous example

Physical
Memory
0x0000
0x0300
Process view of memory Physical addresses
fatar: aw 32 ) 0x1300 0000020 | X999 e
start: l.w rl,@(c.latal) exlg@@ 8C2504C@
jal  checkit 0x1904 0C00 9x1300 ["60000020
loop: addi r1, ri, -1 ©x1908 2021FFFF
bnz  rl, loop Ox190C 14200642
ex1o0e | 8C2004C0
c\heckit: / Ox PCO00680
2021FFFF
. . 14200642
* One of many possible translations!
* Where does translation take place? OXFFFF

Compile time, Link/Load time, or Execution time?
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From Program to Process

* Preparation of a program for execution involves
components at:

— Compile time (i.e,, “gcc”)
— Link/Load time (UNIX “Id" does link)
— Execution time (e.g,, dynamic libs)
 Addresses can be bound to final values anywhere in this path
— Depends on hardware support
— Also depends on operating system
« Dynamic Libraries
— Linking postponed until execution

— Small piece of code (i.e. the stub), locates appropriate
memory-resident library routine

— Stub replaces itself with the address of the routine, and
executes routine

3/12/2026 Kubiatowicz CS162 © UCB Spring 2026

other
object
modules

system
library

dynamicall
loaded
system
library
dynamic
linking

source
pragram

compiler or
assembler

linkage
editor

load
module

loader

Y

in-memory
binary
memory
image

compile
time

=

>Ipad
time

execution
» time (run
time)
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Recall: General Address translation

Virtual
Addresses

Physical
Addresses

Untranslated read or write

+ Consequently, two views of memory:

— View from the CPU (what program sees, virtual memory)

— View from memory (physical memory)

— Translation box (Memory Management Unit or MMU) converts between two views
* Translation = much easier to implement protection!

— If task A cannot even gain access to task B’s data, no way for A to adversely affect B

+ With translation, every program can be linked/loaded into same region of user address space
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Recall: Simple address translation with Base and Bound

 Hardware relocation
+ (Can the program touch OS!
 Can it touch other programs’

Heap

Static Data
Code

Bound

0010... R Heap
Static Data

Base
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FFFF...

Original Program

1100... 1100...
e |

1000... Code 1000...

0000...

0100...
Stack
Heap
Static Data
Cod
oce 0000...
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Issues with Simple B&B Method

process 6

process 5

process 2

—>

0S
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process 6

process 5

process 6

process 5

process 9

(O]

* Fragmentation problem over time
— Not every process is same size = memory becomes fragmented over time

— Want to share memory between processes
— Helped by providing multiple segments per process

0sS
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process 6

PIOEEES & process 11
process 10

OS

— Fragmentation: wasted space both external (between blocks) and internal (inside blocks)
» Missing support for sparse address space
— Would like to have multiple chunks/program (Code, Data, Stack, Heap, etc)

 Hard to do inter-process sharing
— Want to share code segments when possible

Lec 15.13



More Flexible Segmentation

subroutine stack
symbol
table
sqrt
main
program

logical address

user view of physical
memory space memory space

* Logical View: multiple separate segments
— Typical: Code, Data, Stack

— Others: memory sharing, etc

« Each segment is given region of contiguous memory
— Has a base and limit

— Can reside anywhere in physical memory
Kubiatowicz CS162 © UCB Spring 2026
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Implementation of Multi-Segment Model

offset

Virtual Offset Error
Address Base0 | Limit0 | V
Limitl
Limit3 Physical
Base4 | Limit4 |V Address
Base5 | Limit5 | N
Base6 | Limit6 | N
Base7 | Limit7 |V Check Valid
« Segment map resides in processor Access
— Segment number mapped into base/limit pair Error

— Base added to offset to generate physical address
— Error check catches offset out of range

 As many chunks of physical memory as entries
— Segment addressed by portion of virtual address

— However, could be included in instruction instead:
» x86 Example: mov [es:bx],ax.

« What is “V/N” (valid / not valid)?

— Can mark segments as invalid; requires check as well
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Intel x86 Special Registers

15 3

I
—
a

Thdex

—~ A
el
m
k2

REPL = Bequesiol Privilege Level

TL=Table Indicatat
0=G0T,1=L0OT)

Thdex =Ilhdex inlo1able

Plotected Mode sequnent seleclol

* Typical Segment Register
— Current Priority is RPL of Code Segment (CS)

— Index points into table (GDT or LDT) with actual
segment descriptor

+ Segmentation can't be just “turned off”
— What if we just want to use paging?

— Set base and bound to all of memory, in all segments

80386 Special Registers

Seguoent legisiels

Code Seg. Data Seg.
15 Cs o 15 D& 0
Slack Seg. Exira Seg.
15 o o 15 EE 0
Exira Seg. Exira. Seg
15 E= 0 15 Gs 0
M| O OID|L|T(E|Z A 5 C
%L Pe | E [FF| E [(F| B [[F| % [F| * |[F{ % |iF
15 1413 12 1110 ¢ &8 7 & 5 4 3 2 1 O
P E|T|T M (P
G Tls s e lE CROD Uhosed CR1
313 5 43 210 31 OFlags
Page Faoll Page Diveclol ot
Lineat Address CR2 B chﬁsm? Used| CR3
= . e 3%(:Rmch'nd ? 2
E%:EI@F .Ehﬂ,Flc NT=MNested Task
oAl Ly LOPL=L/0 Privilege Level
TS=Task Swilc hofc OF=velflaw |_:|a_g’;
EW=Rimulale Coplocesor CE=Cri tectich Bla
B P=Malh coplocessol present F=Lhiettn Flagg
PE=P toiected Mode enable TE-Tiap Bag
SF=Nign Flag
EF=feio Flag
AF=Auoxiliary Flag
PE=Palily Flag
CE=Carry Flag
Lec 15.16
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X86 Segment Descriptors (32-bit Protected Mode)

« Segments are implicit in the instruction (e.g. code segments) or part of the instruction

— There are 6 registers: SS, CS, DS, ES, FS, GS
« What is in a segment register?

— A pointer to the actual segment description: Segment Register

— G/L selects between GDT and LDT tables (global vs local descriptor tables)

— RPL: Requestor’s Privilege Level (RPL of CS = Current Privilege Level)
« Two registers: GDTR/LDTR hold pointers to global/local descriptor tables in memory

GI/L

Segment selector [13 bits] RPL

— Descriptor format (64 bits): P12 2
Base address (24-31) G |DB A | Limit (16-19) |P | DPL | S Type Base address (16-23)
| 1 1 | | 1 1 | | | 1 | | | 1 | 1 1 1 1 || 1 1
Base address (Bit 0-15) Segment Limit (Bit 0-15)

G: Granularity of segment [ Limit Size ] (O: bytes, 1: 4KiB unit)
DB: Default operand size (O: 16bit, 1: 32bit)
A: Programmer definable (no hardware meaning)
P: Segment present
DPL: Descriptor Privilege Level: Access requires Max(CPLRPL)<DPL
S: System Segment (0: System, 1: code or data)
Type: Code, Data, Segment
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Example: Four Segments (16 bit addresses)

Seg ID # Base Limit
-Offset 0 (code) 0x4000 | 0x0800
15 14 13 0 1 (data) 0x4800 | 0x1400
Virtual Address Format 2 (shared) |0OxFOOO |0x1000
3 (stack) 0x0000 | 0x3000
0x0000 0x0000
0x4000
0x8000
0xC000
Virtual Physical
Address Space Address Space
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Example: Four Segments (16 bit addresses)
Seg ID # Base Limit

- Offset 0 (code) 0x4000 | 0x0800
15 14 13 0 1 (data) 0x4800 | 0x1400
Virtual Address Format 2 (shared) |0OxFOOO |0x1000
3 (stack) 0x0000 | 0x3000
0x0000 Seglb=? 0x0000
0x4000
0x8000
0xC000
Virtual Physical
Address Space Address Space
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Example: Four Segments (16 bit addresses)
Seg ID # Base Limit

- Offset 0 (code) 0x4000 | 0x0800
15 14 13 0 1 (data) 0x4800 | 0x1400
Virtual Address Format 2 (shared) |0OxFOOO |0x1000
3 (stack) 0x0000 | 0x3000
0x0000 SegID =0 0x0000
0x4000 SeglD=11 5 X200
> 0x5C00
0x8000
0xC000
Virtual Physical
Address Space Address Space
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Example: Four Segments (16 bit addresses)
Seg ID # Base Limit

- Offset 0 (code) 0x4000 | 0x0800
15 14 13 0 1 (data) 0x4800 | 0x1400
Virtual Address Format 2 (shared) |OxFOO0 |0x1000
3 (stack) 0x0000 | 0x3000
SegiD=0 0
0x0000 x0000
SegID =1 5 0x4000 Might
0x4000 0x4800 be shared
> 0x5C00 ~
0x8000
Space for
>
0xC000 Other Apps
0xF000 Shared with
Other Apps
Virtual Physical
Address Space Address Space
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Administrivia

« Midterm 2: Tuesday 3/31 from 7-10PM

— A week from today!!!

— All material up to Lecture 17 technically in bounds

— Closed book: with two double-sided handwritten sheets of notes
* Project 2 design document due this Saturday.

* Starting next week — will have an opportunity to get extra credit participation points
by attending lecture

— Details to follow
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Example of Segment Translation (16bit address)

0x0240 main: la $a@, varx
0x0244 jal strlen SegID # Base Limit

0 (code) 0x4000 | 0x0800

o0x0360 strlen: 1i  $vO, @ ;count

0x0364 loop: 1b $t@, ($a@) 1 (data) 0x4800 | 0x1400
0x0368 beq $ro,$t0, done 2 (shared) | OxFOOO | 0x1000

3 (stack) 0x0000 | 0x3000
0x4050 varx dw 0x314159

Let's simulate a bit of this code to see what happens (PC=0x240):

1. Fetch 0x0240 (0000 0010 0100 0000). Virtual segment #? O; Offset? 0x240
Physical address? Base=0x4000, so physical addr=0x4240
Fetch instruction at 0x4240. Get “la $a0, varx”
Move 0x4050 — $a0, Move PC+4—PC
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Example of Segment Translation (16bit address)

=10x0240 main: la $a@, varx
0x0244 jal strlen SegID # Base Limit

- . 0 (code) 0x4000 | 0x0800
o0x0360 strlen: 1i  $vO, @ ;count

0x0364 loop: 1b $t@, ($a@) 1 (data) 0x4800 | 0x1400
0x0368 beq $ro,$t0, done 2 (shared) | OxFOOO | 0x1000

3 (stack) 0x0000 | 0x3000
0x4050 varx dw 0x314159

Let's simulate a bit of this code to see what happens (PC=0x240):

1. Fetch 0x0240 (0000 0010 0100 0000). Virtual segment #? O; Offset? 0x240
Physical address? Base=0x4000, so physical addr=0x4240
Fetch instruction at 0x4240. Get “la $a0, varx”
Move 0x4050 — $a0, Move PC+4—PC

2. Fetch 0x0244. Translated to Physical=0x4244. Get “jal strlen”
Move 0x0248 — $ra (return address!), Move 0x0360 — PC
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Example of Segment Translation (16bit address)

=1 0x0240 main:

0x0244

0x0368

Ox4050 varx

la $a@, varx

jal strlen Seg ID #

eee - eee O (Code)
o0x0360 strlen: 1i  $vO, @ ;count
0x0364 loop: 1b  $to, ($ae 1 (data)

beq $re,$to, done 2 (shared)

dw 0x314159

Base Limit
0x4000 | 0x0800
0x4800 | 0x1400
OxFO00 | 0x1000

3 (stack) 0x0000 | 0x3000

Let's simulate a bit of this code to see what happens (PC=0x240):

1.

Physical address? Base=0x4000, so physical addr=0x4240
Fetch instruction at 0x4240. Get “la $a0, varx”
Move 0x4050 — $a0, Move PC+4—PC

Fetch 0x0244. Translated to Physical=0x4244. Get “jal strlen”

Move 0x0248 — $ra (return address!), Move 0x0360 — PC

Fetch Ox0360. Translated to Physical=0x4360. Get “li $v0, 0"

Move 0x0000 — $vO, Move PC+4—PC

Kubiatowicz CS162 © UCB Spring 2026

Fetch 0x0240 (0000 0010 0100 0000). Virtual segment #? 0; Offset? 0x240
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Example of Segment Translation (16bit address)

=1 0x0240 main:

0x0244

Ox0360 strlen:

Ox4050 varx

la $a@, varx

dw 0x314159

jal strlen SegID # Base Limit
. 0 (code) 0x4000 | 0x0800

li $vo, @ ;count
0x0364 loop: 1b $t@, ($a@) 1 (data) 0x4800 | 0x1400
0x0368 peq $ro,$to, done 2 (shared) | OxFOOO | 0x1000
3 (stack) 0x0000 | 0x3000

Let's simulate a bit of this code to see what happens (PC=0x0240):

1.

Physical address? Base=0x4000, so physical addr=0x4240
Fetch instruction at 0x4240. Get “la $a0, varx”
Move 0x4050 — $a0, Move PC+4—PC

Fetch 0x0244. Translated to Physical=0x4244. Get “jal strlen”

Move 0x0248 — $ra (return address!), Move 0x0360 — PC

Fetch Ox0360. Translated to Physical=0x4360. Get “li $v0, 0"

Move 0x0000 — $vO, Move PC+4—PC

Fetch Ox0364. Translated to Physical=0x4364. Get “Ib $t0, ($a0)”

Since $a0 is 0x4050, try to load byte from 0x4050

Translate 0x4050 (0100 0000 0101 0000). Virtual segment #? 1; Offset? 0x50
Physical address? Base=0x4800, Physical addr = 0x4850,

Load Byte from 0x4850—%t0, Move PC+4—PC

Kubiatowicz CS162 © UCB Spring 2026

Fetch 0x0240 (0000 0010 0100 0000). Virtual segment #? 0; Offset? 0x240
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Observations about Segmentation

Translation on every instruction fetch, load or store

Virtual address space has holes
— Segmentation efficient for sparse address spaces
When it is OK to address outside valid range?

— This is how the stack (and heap?) allowed to grow

— For instance, stack takes fault, system automatically increases size of stack

Need protection mode in segment table
— For example, code segment would be read-only

— Data and stack would be read-write (stores allowed)

VWhat must be saved/restored on context switch?
— Segment table stored in CPU, not in memory (small)

— Might store all of processes memory onto disk when switched (called “swapping”)
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What if not all segments fit in memory?

aie e
operating e St ———-"""/‘
systam
G_}swap out process £
= >
. process P,
@- swap in
L —
L [
user e _d
BEECE backing store
MAIN Memary

+ Extreme form of Context Switch: Swapping
— To make room for next process, some or all of the previous process is moved to disk
» Likely need to send out complete segments
— This greatly increases the cost of context-switching
* What might be a desirable alternative?
— Some way to keep only active portions of a process in memory at any one time
— Need finer granularity control over physical memory
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Problems with Segmentation

Must fit variable-sized chunks into physical memory

May move processes multiple times to fit everything

Limited options for swapping to disk

Fragmentation: wasted space
— External: free gaps between allocated chunks
— Internal: don’t need all memory within allocated chunks
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Recall: General Address Translation

Virtual Virtual
Address Address
Space 1 Space 2

Translation Map 1 Translation Map 2

OS heap &
Stacks

Physical Address Space
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Paging: Physical Memory in Fixed Size Chunks

» Solution to fragmentation from segments?
— Allocate physical memory in fixed size chunks (“pages”)
— Every chunk of physical memory is equivalent

» Can use simple vector of bits to handle allocation:
00110001110001101 .. 110010

» Each bit represents page of physical memory
1 = allocated, @ = free

* Should pages be as big as our previous segments?
— No: Can lead to lots of internal fragmentation
» Typically have small pages (1K-16K)
— Consequently: need multiple pages/segment
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How to Implement Simple Paging?

Virtual Address:

1

PageTableP R o |
Physical Address
PageTableSize pag Check Perm
*E page #t4 | N !
Access Error page #5 V.RW Access
Error

+ Page Table (One per process)
— Resides in physical memory
— Contains physical page and permission for each virtual page (e.g. Valid bits, Read, Write, etc)
» Virtual address mapping
— Offset from Virtual address copied to Physical Address
» Example: 10 bit offset = 1024-byte pages
— Virtual page # is all remaining bits
» Example for 32-bits: 32-10 = 22 bits, i.e. 4 million entries
» Physical page # copied from table into physical address

— Check Page Table bounds and permissions
3/12/2026 Kubiatowicz CS162 © UCB Spring 2026
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Simple Page Table Example
Example (4 byte pages)

0x00 [0 0000 0x00
E 0 000100003 oxo4 |
: —> 0 .
: 0x04 [9— 00000100 o = 0000 1100) | oxos!
: f
: 2 0000 010 |
I 0x067 | 8 —> | ——J 0x08
: h
: 0x08 [ 0000 1000 Page > oxoc |2
: ox00? [} Table ;
: K g | oxoE!
|
—> ox10 ==
Virtual 0000 0110 ====> 0000 1110 :
Memory 00001001 ===-> 0000 0101 c
d
Physical
B eeeeerrreennnssssseeeererennnnns___—TrrrreennnnnssEaarrererennnnnnnrraarrrres Memory .......... :
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What about Sharing?

Virtual Address
(Process A): | RGOt |

page #0 V,R

This physical page
appears in address
space of both processes

page #5

Virtual Address
(Process B):

3/12/2026 Kubiatowicz CS162 © UCB Spring 2026
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Where is page sharing used ?

The "kernel region” of every process has the same page table entries
— The process cannot access it at user level
— But on U->K switch, kernel code can access it AS WELL AS the region for THIS user

» VWhat does the kernel need to do to access other user processes?

Different processes running same binary!

— Execute-only, but do not need to duplicate code segments

User-level system libraries (execute only)

Shared-memory segments between different processes

— Can actually share objects directly between processes
» Must map page into same place in address space!

— This is a limited form of the sharing that threads have within a single process
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Recall: Memory Layout for Linux 32-bit (Pre-Meltdown patch!)

1GB <ix

“

3GB <

p.

Kernel space
User code CANNOT read from nor write to these addresses,
doing so results in a Segmentation Fault

axcepeaeee == TASK_SIZE

Random stack offset

Stack (grows down)

Il

-

- RLIMIT_STACK (e.g., SMB)

L

L Random mmap offset

Memory Mapping Segment
File mappings (including dynamic libraries) and anonymous
mappings. Example: /lib/libc.so

program break

ﬁ brk
Heap start_brk
} Random brk offset
BSS segment

Uninitialized static variables, filled with zeros.
Example: static char *userName;

Data segment
Static variables initialized by the programmer.
Example: static char *gonzo = "God’s own prototype”;

end_data

start_data

Text segment (ELF)
Stores the binary image of the process (e.g., /bin/gonzo)

end_code

BxB8048000

2]

http://static.duartes.org/img/blogPosts/linuxFlexibleAddressSpacelLayout.png

Kubiatowicz CS162 © UCB Spring 2026

Lec 15.36



Some simple security measures

* Address Space Randomization

— Position-Independent Code = can place user code anywhere in address space

» Random start address makes much harder for attacker to cause jump to code that it seeks to take

over

— Stack & Heap can start anywhere, so randomize placement

+ Kernel address space isolation

— Don't map whole kernel space into each process, switch to kernel page table

— Meltdown=map none of
kernel into user mode!

3/12/2026

Kernel page-table isolation

Kernel space

User space

User mode
Kernel mode

Kernel space

Kernel space

User space

User space

Kernel mode

User mode
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Summary: Paging

Virtual memory view

1111 1111
1111 0000

1100 0000

1000 0000

0100 0000

11111

:"/////—*Mﬂﬂo

o f\'\ll
SOlAUN

11101

11100

11011

11010

11001

11000

10111

10110

10101

10100

10011

heabp
D

10010

10001

i

10000

01111

01110
01101
01100
01011
01010
01001
01000

00111

00110
00101

00100

00011
00010
00001
Kt 00000

A

Page Table

11101
11100
null
null
null
null
null
null
null
null
null
null
null
10000
01111
01110
null
null
null
null
01101
01100
01011
01010
null
null
null
null
00101
00100
00011
00010

777 Physical memory view
7777

I
1l i

1110 0000

y

neap— 141 000

0101 000

0001 0000
0000 0000

T




Summary: Paging

Virtual memory view

Page Table
11111 | 11101

1111 1111

11100

null

1110 0000

J/

null
null
null
null

null

What happens if

null

stack grows to

null
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How big do things get?
32-bit address space => 23 bytes (4 GB)
— Note: “b” = bit, and “B” = byte
— And for memory:
» “K”(kilo) =219=1024 ~ 10° (But not quite!): Sometimes called “Ki” (Kibi)
» “M’(mega) =2%=(1024)2 =1,048576 ~ 106 (But not quite!): Sometimes called “Mi” (Mibi)
» “G’(giga) =2=(1024)3 =1,073741824 = 10° (But not quite!): Sometimes called “Gi” (Gibi)
Typical page size: 4 KB
— how many bits of the address is that ? (remember 210 = 1024)
— Ans — 4KB = 4x210 =212 = 12 bits of the address
So how big is the simple page table for each process’
— 232/212 = 220 (that's about a million entries) x 4 bytes each =>4 MB
— When 32-bit machines got started (vax 11/780, intel 80386), 16 MB was a LOT of memory
How big is a simple page table on a 64-bit processor (x86_64)?

— 264212 = 252(that's 4.5x10" or 4.5 exa-entries)x8 bytes each =
36x10" bytes or 36 exa-bytes!!ll This is a ridiculous amount of memory!

— This is really a lot of space — for only the page table!!!

The address space is sparse, i.e. has holes that are not mapped to physical memory

— So, most of this space is taken up by page tables mapped to nothing
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Page Table Discussion

VWhat needs to be switched on a context switch?
— Page table pointer and limit
VWhat provides protection here!?
— Translation (per process) and dual-mode!
— Can't let process alter its own page table!
Analysis
— Pros
» Simple memory allocation
» Easy to share
— Con: What if address space is sparse?
» E.g, on UNIX, code starts at O, stack starts at (237-1)
» With 1K pages, need 2 million page table entries!
— Con: What if table really big?

» Not all pages used all the time = would be nice to have working set of page table in
memory

Simple Page table is way too big!
— Does it all need to be in memory?
— How about multi-level paging?
— or combining paging and segmentation
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How to Structure a Page Table

 Page Table is a map (function) from VPN to PPN

Virtual Address p

Page
Table

> Physical Address

* Simple page table corresponds to a very large lookup table

— VPN is index into table, each entry contains PPN

* What other map structures can you think of?

— Trees?
— Hash Tables?
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Fix for sparse address space: The two-level page table

Physical
Address:

10 bits 10 bits 12 bits

Virtual
Address:

* Tree of Page Tables
— “Magic” 10b-10b-12b pattern! —> 4bytes +—
- Tables fixed size (1024 entries)
— On context-switch: save single PageTablePtr register (ie. CR3)
- Valid bits on Page Table Entries

— Don't need every 2"-level table
— Even when exist, 2M-level tables can reside on disk if not in use

—> 4 bytes <— L
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Example: x86 classic 32-bit address translation

Linear Address
31 22 21 12 11 0
Directory |  Table Offset l
12 4-KByte Page
/10 10 Page Table Physical Address
Page Directory
PTE 7>
20

—» PDE with PS=0

« CR3 provides physical address of the page directory
— This is what we have called the “Page TablePtr” in previous slides

— Change in CR3 changes the whole translation table!
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What is in a Page Table Entry (PTE)?
« What is in a Page Table Entry (or PTE)?

— Pointer to next-level page table or to actual page
— Permission bits: valid, read-only, read-write, write-only
« Example: Intel x86 architecture PTE:
— Address same format previous slide (10, 10, 12-bit offset)
— Intermediate page tables called "Directories”

31-12 11-9 876 543210

Present (same as “valid” bit in other architectures)
Writeable

User accessible

Page write transparent: external cache write-through
Page cache disabled (page cannot be cached)
Accessed: page has been accessed recently

Dirty (PTE only): page has been modified recently

PS: Page Size: PS=1=4MB aée (directory only).
Bottom 22 bits of virtual address serve as offset

%Céﬁ

o>
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Examples of how to use a PTE

How do we use the PTE?
— Invalid PTE can imply different things:

» Region of address space is actually invalid or
» Page/directory is just somewhere else than memory

— Validity checked first
» OS can use other (say) 31 bits for location info
Usage Example: Demand Paging
— Keep only active pages in memory
— Place others on disk and mark their PTEs invalid
Usage Example: Copy on Write
— UNIX fork gives copy of parent address space to child
» Address spaces disconnected after child created
— How to do this cheaply?
» Make copy of parent’s page tables (point at same memory)
» Mark entries in both sets of page tables as read-only
» Page fault on write creates two copies
Usage Example: Zero Fill On Demand
— New data pages must carry no information (say be zeroed)
— Mark PTEs as invalid; page fault on use gets zeroed page
— Often, OS creates zeroed pages in background
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Sharing with multilevel page tables

10 bits 10 bits 12 bits

Virtual
Address:

« Entire regions of the address space
can be efficiently shared
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Summary: Two-Level Paging
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Summary: Two-Level Paging

Virtual memory view Page Table Page Tables Physical memory view
(level 1) (level 2) _
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10| 11100 stack 1110 0000
1 01| 10111
—stack—
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17001 0000 —_— _"“,’ 00l 01110
(0x90) - 011 null 1000 0000
010 @
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Conclusion

Segment Mapping
— Segment registers within processor
— Segment |ID associated with each access
» Often comes from portion of virtual address
» Can come from bits in instruction instead (x86)
— Each segment contains base and limit information
» Offset (rest of address) adjusted by adding base

Page Tables
— Memory divided into fixed-sized chunks of memory
— Virtual page number from virtual address mapped through page table to physical page number
— Offset of virtual address same as physical address
— Large page tables can be placed into virtual memory
Multi-Level Tables
— Virtual address mapped to series of tables
— Permit sparse population of address space
Inverted Page Table
— Use of hash-table to hold translation entries
— Size of page table ~ size of physical memory rather than size of virtual memory
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